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Firewall - Functions and Configurations, Blocking and
unblocking of websites.

loT Gateway — Architecture, Operation, APN settings,
Connecting to 5G NW, Al/ML with loT.

Indoor CPE — Wireless interfaces, 5G Network settings,
Wifi-settings, Trouble shooting.
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Signaltron Firewall

Firewall webpage url: https://192.168.10.1
Username: admin
Password: admin@321

Features:

* VLAN

* Intrusion Detection

* Rich traffic/shaping QOS support
* |PSec

* Dynamic routing

* Website blocking
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https://192.168.10.1/

Signaltron

Configurations:
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Signaltron Firewa

Website block:
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Signaltron

7-Apr-25

Kenstel KCP-5G-510I

Signaltron Confidential

Indoor CPE

Features:

* 5G NR Connectivity:
* Wi-Fi Access:

* Security

e MAC Address authentication

Connect the Ethernet cable from switch to the
highlighted LAN port.

Login url: http://192.168.10.19
Username: root
Password: Signaltron



https://192.168.10.19/

Signaltron Indoor CPE — Sim insertion

Kenstel KCP-5G-510I
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Signaltron Indoor CPE APN settin

<« - C A\ Notsecure  192.168.10.19/cgi-bin/luci/;stok=4c419603406d%e4a1b4fc90c5c3401d1/admin/status/cellular?mode=apn-setting Y &, °
o8 ? % What is the differen... Adaobe Acrobat 0 GitHub - krishnadey... e 4G | ShareTechnote  &™ ADB commands to... T Untitled - Sequence... | Radio Bearer - an o... _= eSIM Profile Genera... » 3 All Bookma

KENSTEL
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Bg  System
2 Network
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Cellular Config
APN Setting
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SMS
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Lock PC

Lock Bands

Operator Selection

ENSTEL

CELLULAR

Welcome to Kenstel - NR5G

8] APN setting

RSSI[ -- ]

# > CELLULAR > APN SETTING

+ APN

Context-1D PDP Type APN Name Username Password Authentication Status Action
1 IPVAVH NA NA NA NONE -
2 IPVAVE ims NA NA NONE -
4 IPV4 I internet I NA NA NONE -
| S
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Indoor CPE Role In collecting sensor

Signaltron B

5G gNodeB

Ethernet
C——

Eval board

Ethernet Wifi -
\V. T

CPE Eval board

5G Lab Network Diagram

5G Enabled Devices
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Signaltron 0T Gateway

 Connect ethernet cable from switch
to Lan-0 (highlighted one in the
picture)

* loT Gateway webpage url:
https://192.168.11.1

* User: root
* Password: ecsd-edge@3682
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https://192.168.11.1/

Signaltron loT Gateway APN

*» Firefox Web Browser ~ Thu 17:22 en: v ia 1O -
Admi ration | Intrus Administration | Web P Failed + 4 =
> retwork c ection Falled
O & 192.168.11.1 t w a =
[ Logout
Status
System Interfaces Devices Global network options
Services
Interfaces
Docker
Protocol: ModemManager
Network 5G
RX: 0B (0 Pkts.) > O b
Interfaces TX: 0B (0 Pkts.)
modemmanager-5g
T Error: Modem connection in progress. Please wait. This process will timeout after 2 minutes.
Wireless
DHCP and DNS Protocol: Static address
Hostnames Uptime: Oh Om 28s
MAC: 3C:EC:EF:98:CA:FC
Static Routes s
0 RX: 41.77 KB (397 Pkts.) S D 1}
SQM QoS br-lan T 270.80 KB (290 Pkis.)
Firewall 1Pv4: 192.168.11.1/24
Diagnostics IPvé: fdea:a541.e804::1/60
Qos Protocol: DHCP client
WAN MAC: 3C:ECEF:98:CAFF
VPN 3 ‘ECEF: 3
O w
RX: 0B (0 Pkis.)
eth3
TX: 0B (0 Pkts.)

Goto Network -> Interfaces ->edit button(circled)
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Signaltron

Actlvities  #3 Firefox Web Browser =

Administration | Web P

O 8 192.168.11.1

Set the APN to “internet”

- IG4XG - Interfaces - LuCl X

General Settings
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Thu 17:32

Interfaces » 5G
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loT Gateway APN
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electing modem as
backhaul

G b}

In Firewall settings, It will be unspecified. Select wan to use 5G modem as backhaul.
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Signaltron

loT Gateway — Sim insertion
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