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¢A $3{ SECURITY ASPECTS OF CLOUD ARCHITECTURE

i information securit _

Voo in of information security. 'ljaxonom)/ Of'"zlx{?(l)-ns i a)r/l,dh;formauon %

Introductory T9P1c§. Doma'_" in the contexts of individuals, orga{mz ,r.t ne s, ar oOVErnmem. Impasse

Need for securing mformatlorr;no security i 2 broader context, S.ysten;I .secu l“); ” pm(;;(_:IAcceSS- CoerI : ;qu

information security on i:nsul g ot 08 security - BLP, Biba, C lne.se' T e wuson' o A.C

DAC, RBAC. securfltty MOde[i:rSabilities - Buffer and stack overflow, Phishing. Malware . Vlmses, Wonnus%

Security. Software vu ' e .
?ro?a[?ls. Topotl)(;gical worms. Internet propagation models for w

: - DES, Public Key - RSA, Cryptographic hash - SHA| &
o pics: Secret vs. Public, Secret Key P & g L Dig,,
CWPIOBr'af?'hyJ;?;;i Digital certificates and PKI. Evolution of cryptography' from E"'«‘%ma o Elliptj, C ﬂj
Iéog t'oor; :::y ]merli,nkinzs with number theory and other develc_)pr_nems in mathdematlcs. Develq
cr?zo crapphiclprotocols. Cboncept of cryptocomplexity. Protocol topics: On; w?y and two wa
Crglftra%ised Authentication, Needham-Schroeder protocol, Kerberos. Biometrics for authenticatior, .
error types.

0|
thenticaﬁm
methods and

Information security in the context of Trust and Privgcy, Model.s O_f Frust and Compu‘tatl_onal as_pems-_DifTerenc
between privacy and security. Relevance of privacy ngh{s from individual and organizationa| viewpoints _ ks
with information security. Security as a dynamic equilibrium between attacks and defenses, Modeling attack gng
defense mechanisms using game theoretic concepts.

Enterprise security - Policy, Standards, Guidelines and Procedures. The balance between operational
compliance/legal requirements in specific domains — An example of financial (SOX) or health (HIp
adopted. International standardization — [SQ 27000 series (1 to 6) — saljent features.

SEcurity ang
AA) may be

Security in current applications Cases from an

Y two of the three topics: Online banking or Credit Carg Payment
Systems, Web Services Security, RFIDs,
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