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CCA825 DATABASE SECURITY
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UNIT I

Introduction  to  databases-Security  Requirements-Reliability  and Integrity-sensitive  Data-
Inference-Direct  Attack-Indirect  Attack-Aggregation-Multilevel  Databases-Proposal — for
Multilevel security.

UNITII

Privacy Concepts-Information Privacy-Computational Privacy-Privacy Principles and Policies-
,Authentication and - Privacy-Privacy on the Web-E-mail - Sceurity-Impacts on  Lmerging
[ cchnologies-REID-Flectronic Voting-VolP and Skype- Privacy Preserving Data Mining.

UNIT 11
Mathematics for Cryptography-Properties of  Arithmetic-Complexity-Symmetric Encryption-
DES-AES-Public Key Encryption-RSA-El Gamel and Digital Signature Algorithms.

UNIT IV
Duta Anonymization: Data Privacy- Replacement - Suppression -Generalization - Perturbation
Ingredients for anonymization techniques- Privacy Preservation in Social Networks-

Anonymization Methods for Social Network- Security in Advanced Databases: Multimedia-
Muobile-Web Databasc.

UNIT V

Data Masking: Overview-Data Masking Architectures-Data Masking Techniques-Data Masking
[ssues- Mathematics of Data Masking-Encryption vs Masking - Data Sanitization Techniques. )

REFERENCES

|. M. Bhavani. Thuraisingham . “Database and Applications Security”,  Auerhacl
Publications.2005.

> William Stallings, ~Cryptography And Network Security — Principles and Practices™

Prentice Hall of India, Third Edition, 2003. .

Charles P. Ptleeger. Shari Lawrence Ptleeger. “Security in Computing™. Pearson

Education, Fourth Edition,2007. :

4. Bin Zhou Jian Pei Wo-Shun Luk, “A Brief Survey on Anonymization Techniques for
Privacy Preserving Publishing of Social Network Data **, School of Computing Science
Simon Fraser University, Canada

5. -Data Masking: What You Need to Know What You Really Need To Know Before You

Begin =, A Net 2000 Ltd. White Paper, Retrieved from URL- http://www.grid-

tools.com/solutions/data_masking.php

(O]

‘v,j\koo\“y
NI

. o L
'P@ 39 | - b 2 Cﬁc ;fiij/
® Q)X 7,\\03\ gl , @/\

Scanned by CamScanner



